NHO®OPMALNNOHHAA IMMAMATKA JJIA OBYUYAIOIINXCA

C KaxxJbpIM TOJIOM MOJIOJICKH B ceTH VIHTEpHET CTaHOBHUTHCS OOJIBILE, A IIKOJBHUKH OTHH
U3 CaMbIX AaKTHBHBIX €ro IoJyib3oBaTeneii Mexay TeM, MOMHUMO OrPOMHOTO KOJIMYECTBA
BO3MOJKHOCTEH, MHTEpHET HeceT M mpoOieMbl. JTa maMsTKa JOJDKHA MOMOYb Tebe 6e30macHo
HAXOJIUTHCS B CETH.

KoMnbl0TepHbIe BUPYCHI.

KomnbroTepHbIii BUPYC - 3TO pa3HOBHIHOCTh KOMIBIOTEPHBIX MPOTPAaMM, OTIHYUTEITHHON
0COOEHHOCTBIO KOTOPOU SIBISIETCS CHOCOOHOCTh K Pa3MHOKEHHIO. B 1omosiHeHHWe K 3TOMYy,
BUPYCHl MOTYT TIOBPEIAWTH WM TOJHOCTBIO YHHYTOXUTH Bce (ailnpl W naHHBIE,
MOJIKOHTPOJIFHBIE TI0JIH30BATEINI0, OT MIMEHH KOTOPOTO ObLja 3aIyIeHa 3apakeHHas: Iporpamma,
a TaKkKe TOBPEIUTh WM JaK€ YHUYTOXHTH ONEPAIMOHHYIO CHUCTEMY CO BCeMH (aijaamMu B
1esioM. B GOJIBIIMHCTBE CiTydaeB pacIipoOCTPAHSIOTCS BUPYCHI Yepe3 HHTEPHET.

MeToabl 3a1IUTHI OT BPEAOHOCHBIX MPOrPaMM:

1. cnionp3yil COBpEMEHHBbIE OIEpAlIOHHBIE CHCTEMbI, UMEIOLIUE CEePbEe3HbIH YpOBEHb
3alIUTHI OT BPEIOHOCHBIX MTPOTPAMM.

2. TlocrosHHO ycTaHaBnuBail mauté (UMQPOBBIE 3aIIaTKH, KOTOPHIE aBTOMATHYECKU
YCTAHABJIMBAIOTCS C MEJIbI0 JOPAaOOTKM TPOTpaMMbI) W Jpyrue OOHOBJIECHUS CBOEH
onepanuoHHOM cucteMbl. CkauMBail MX TOJIBKO ¢ OQHUIIMAIBHOTO caiiTa pazpadoTunka OC. Eciu
CYIIECTBYET PEKHM aBTOMATHIECKOTO OOHOBIICHUS, BKIIIOUYH €TO.

3. Paborait Ha cBOeM KOMITBIOTEpE TIOJ MpPaBaMH TOJIH30BATENS, a HE aJIMHHHCTPATOpPA.
OTO HE TO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOTPAaMM HWHCTAJUIMPOBATHCS HA TBOEM
MEPCOHAITTFHOM KOMITBIOTEPE.

4. Hcnone3yil aHTHBHPYCHBIE MPOTPAMMHBIE TPOIYKTHl M3BECTHBIX MPOW3BOJUTEINEH, C
aBTOMAaTU4YECKUM OOHOBJIEHHEM 0a3.

5. Orpannyb GU3NYECKUI TOCTYN K KOMIBIOTEPY 7Sl HOCTOPOHHUX JIMII.

6. Vcnonp3yii BHEITHUE HOCUTENN WH(OpMAIMU, Takue Kak (ierka, Tuck uin (ain u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB.

7. He oTKkphIBaili KOMIOBIOTEpHBIE (ailiibl, MOJyYeHHbIE W3 HEHAJEKHBIX HCTOUYHUKOB.
Jaxxe Te aityibl, KOTOpBIE MPHUCTAT TBOM 3HAKOMBIN. Jlydille yTOuyHU y HEro, OTHPaBIISLI JIM OH
Tebe ux.

Cerun WI-FI.

Wi-Fi - 910 He BU/ nepeiaun JaHHbBIX, HE TEXHOJIOTHS, & BCETo JIMIIb OpeH 1, Mapka. Eie B
1991 romy Huaepnanjckas kKommnaHus 3apeructpupoBaia Openn "WECA", uto o6o3Hauano
coBocoueranue "Wireless Fidelity", xoTopsrii mepeBoauTcs Kak "GeCpoBoOAHAsS TOYHOCTH'".

Jlo Hamiero BpeMeHHW Jolnia Japyras aOOpeBuarypa, KOTOpas SIBISETCS TaKOW Ke
texuosorueit. 1o abbpesuarypa "Wi-Fi". Takoe Ha3BaHKe OBLIO JaHO C HAMEKOM Ha CTaHIapT
BhIcIIel 3ByKoBOW TexHuku Hi-Fi, 9ro B mepeBoge o3Hauyaer "Bbicokass TouHOCTBR". /[la,
OecrulaTHBIA WHTEPHET-IOCTYm B Kade, OTeNsIX W a’poroprax sBISCTCS OTIUYHOU
BO3MOXKHOCTBIO BBIXO/Ia B MHTepHET. HO MHOTHE 3KCIEPThl CYMTAIOT, 4TO 0OImeaoctymnHbie Wi-

Fi cetu He sBnstOTCA 6E30MACHBIMU. o
CoBeTbl 110 0€30NMACHOCTH PadoThl B 001eT0cTYMHBIX ceTsix Wi-fi:

1. He mnepenmaBaii cBoro jiuuHyto wuHbopmanuio depe3 obmenoctynubie Wi-Fi cer.
PaGoTas B HUX, )KeJIaTeIbHO HE BBOJIUTH MAPOJIH JOCTYIIA, JIOTHHBI U KAaKUEe-TO HOMEpA.

2. Vcnonw3yii U OOHOBISIH aHTUBHPYCHBIE MpOrpaMMbl M OpaHamayep. Tem caMbIM Thbl
obe3omacuiib ceds OT 3aKayku BUpPYyCa Ha TBOE YCTPOICTBO.

3. Ilpu wucnonezoBannu Wi-Fi otkmoun ¢ynkuuro "OOmmit poctyn k ¢aitnam u
npuHTepam". JlaHHas GyHKIOHS 3aKpbiTa MO YMOJYAHUIO, OJHAKO HEKOTOphIE MOJIb30BaTENN
aKTUBUPYIOT ee sl y100CTBa UCIIOJIb30BaHUA B paboTe UM yueoe.

4. He ucnonb3yit nmyomuunsiii WI-FI nns mepenaun nuuHBIX JTAaHHBIX, HampuMmep A
BBIXOJIa B COITMANIbHBIE CETH WU B AJIEKTPOHHYIO TOUTY.

5. Ucnonp3yit Tonmpko 3amuiieHHoe coenuHenune depe3 HTTPS, a me HTTP, T.e. mpu

Habope BeO- apeca BBOAM MMEHHO Nitps://. o
6. B mo6unsHOM Tenedone otkiatoun ¢pyHkuuto "lloakmouenne k Wi-Fi aTomatruecku".
He nomyckaii aBToMaTndeckoro noaxiItoueHus ycrpoicTaa k cetsim Wi-Fi 6e3 TBoero cornacus.
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CoumajibHbIe CETH.

ConuanbHble CETH aKTUBHO BXOJAT B HAllly KU3Hb, MHOTHE JIFOU padOTalOT U )KUBYT Tam
noctosiHHo, a B Facebook yxe 3aperwcrpupoBaH MHIUIMAPI YEIOBEK, YTO SBJSICTCS OJHOM
celIbMOM BCEX JKWTEeNeH IulaHeThl. MHOrMe MoJjb30BaTEeIM HE MOHMMAIOT, 4YTO MH(popMalus,
pasMeIeHHasi UMH B COLIMAIBHBIX CETSIX, MOXKET ObITh HalJIeHa W MCIIOJIb30BaHa K€M YroJlHO, B

TOM 4HCJIE HE 0053aTENIbHO ¢ OJaruMy HaMEpEHHUSIMHU.
OcHoBHbIE COBETHI N0 0€30MACHOCTH B COLHAJIbHBIX CETHAX:

1. Orpannyb cHnUcoK npy3ed. Y TeOd B JApy3bsiX HE JOJDKHO OBITh CIy4yallHBIX U
HE3HAKOMBIX JIFOJICH.

2. 3amumiaii CBOIO YaCTHYIO >KM3Hb. He ykaspiBali maponu, TeneoHBI, ajpeca, Hary
TBOETO POKJIEHUS U JPYr'yI0 JIMUHYIO0 HH(OpMAaIMO. 3MT0YMBIIIJIEHHUKY MOTYT HUCIIOJIb30BaTh
nake HHGOPMAIIHIO O TOM, KaK Thl U TBOW POJUTENHN IUIAHUPYETE MPOBECTH KAHUKYJIBI.

3. 3amuiiail CBOI0 permyTanuio - IepKH €€ B YUCTOTE M 3aJlaBail cebe BOMPOC: XOTeN Obl
ThbI, YTOOBI IpYrHe MOJIb30BATEIN BUJIENHN, UYTO Thl 3arpyxkaemib? [Togymail, mpexae yem 4yTo-To
OMyOJIMKOBATh, HAIIUCATH U 3arPy3UTh.

4. Ecnu Thl TOBOPHUILB C JIOAbMH, KOTOPBIX HE 3HAEIlIb, HE UCIIOJIb3YH CBOE pealbHOE UM
U IPYTYIO JINYHYIO WH()OPMAIIUN: UMSI, MECTO KUTEIIbCTBA, MECTO yueObl U MpoYee.

5. W30Geraii pazmenienus Gororpaduii B UnTEepHETE, T/Ie THI M1300pa)K€H Ha MECTHOCTH, T10
KOTOPOIl MOXHO ONPEAETUTh TBOE MECTOIOJIOKEHHUE.

6. [lpu peructpanuu B COIMAIBbHON CETH HEOOXOIUMO HCIIOJIB30BATH CIIOKHBIE MAapOJIH,
cocTosmue u3 OykB v QP U ¢ KOJTUISCTBOM 3HAKOB HE MEHee 8.

7. Jnst commanbHOM CETH, MOYTHI M JAPYTrUX CAHTOB HEOOXOJMMO HCIIOJIB30BAaTh Pa3HbIE
napoau. Toraa ecnu Teds B3JIOMAIOT, TO 3JIOYMBIIIJIEHHUKU MOIY4aT AOCTYI TOJBKO K OJHOMY
MECTY, a He BO BCE Cpazy.

JIeKTPOHHBIE JIEHbI'N.

DONEeKTPOHHBIC JEHBIU - ATO OYEeHb YHAOOHBIH Crmoco0 TMIaTeXei, OJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTST MOJYYUTh ATH JI€HbIU. DJIEKTPOHHBIE IEHBI'H MOSBUIINCH COBCEM
HEJaBHO M UMEHHO M3-3a 3TOT0 BO MHOTHX T'OCYJapcTBax IO CHX MOpP HE MPOIMUCAHO PO HUX B
3akoHax. B Poccum xe oHM (QYHKIIMOHHPYIOT U O HHUX YK€ IpPOIHCAHO B 3aKOHE, TJe HX
pasnendioT Ha HECKOJbKO BHUJOB - AHOHUMHBIE W HE aHOHMMHbIE. PazHuna B TOM, YTO
AHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs MPOBOAUTH omepanuu 0e3 HUICHTH(PUKAUU
M0JIb30BaTeNs, @ B HE AHOHMUMHBIX HJEHTHU(UKAIUS IOJIb30BATENs SIBISIETCS 003aTeNbHOM.
Taxxe crnenyer pa3nuyaTh JEKTPOHHBIE (PHATHBIE AEHBIU (PaBHBI TOCYAaPCTBEHHBIM BaJIIOTaM)

U DJIEKTPOHHbIE He(HUATHBIE IEHBI'H (HE paBHBI TOCYIaPCTBEHHBIM BAJIOTaM ).
OcHoBHBIE COBeTHI 0 0e30M1aCHON padoTe ¢ 3J1eKTPOHHBIMM IeHbIAMM:

1. IlpuBsku K cueTy MOOWIBbHBIN TenedoH. DTo camblii yIOOHBINM M OBICTPBIA CIOCOO
BOCCTAHOBHTh JIOCTYH K cueTy. [IpuBsi3aHHBIA TenepoH MOMOXKET, €Cld 3a0yAellb CBOWM
TUTATEKHBIH MMapoJIb WIN 3aiIeTh Ha CAUT C HE3HAKOMOT'O YCTPOMCTBA.

2. Vcnionb3yii omHOpa3oBbie napostd. [lociie mepexoia Ha YCHIICHHYHO aBTOPHU3AIHI0 TeOe
yXKe He OyZIeT yrpo’kaTh OMACHOCTh KPaKH WM TIepexXBaTa IIaTEeKHOTO MapoJis.

3. BeiOepu crnoxsblii mapoib. IlpecTymHukam OyneT HE TPOCTO yraliaTh CIIOKHBIH
naposib. Hajie)xxHble mapoJiu - 3To napoJiv, KOTOpbIe Co/IepKaT He MeHee 8 3HaKOB M BKIIIOYAIOT B
ce0si CTpOYHbIE U MPOIMUCHBIE OYKBBI, IU(PHI U HECKOJIBKO CUMBOJIOB, TaKHE€ KaK 3HAaK J0J1apa,
¢yHTa, BoCKIMIATEIbHBIN 3HaK 1 T.11. Hampumep, $tRONg!.

4. He BBO/IM CBOM JIMYHBIE JaHHBIE HA caliTaX, KOTOPHIM HE JIOBEPSEILb.

JJIeKTPOHHAS MOYTA.
QHGKTpOHHaH mo4yra - 9TO TCXHOJIOTUA U NPCHOCTABIIACMBIC CHO YCIYTHU 1O MCPECHIIKEC U
MOJIYYCHHUIO J3JICKTPOHHBIX COO6H.[CHHI>1, KOTOPBIC paciupcAciIsAOTCsa B KOMHBIOTCpHOf/'I CCTH.
OOBIYHO BHCKTPOHHBIf/'I MMOYTOBBIM SIITHUK BBITJIAAUT CJICAYIOIIHUM (0) 6p a30M:




UMS_TI0JIb30BATENsA(@UMsI_JoMeHa. Takke KpoMe TIepelaud MpOCTOr0 TEKCTa, HMeEeTCs
BO3MOJKHOCTh IlepeiaBaTh (paiiibl.

OcHoBHBIE COBETHI 10 0€30MaCHOI padoTe ¢ 3JIeKTPOHHOI MOYTOI:

1. Hamo BbIOpaTh mpaBHIIBHBINA MOYTOBBIM cepBUC. B MHTEpHETE €cTh OIPOMHBIN BHIOOP
OecCIuIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIY4Ile JOBEPSTHh TEM, KOTO 3HACHIb U KTO IMEPBHI B
peUTHHrE.

2. He ykas3piBail B NMYHOW MOYTe JNUYHYI0 WHGpopmanmioo. Hanpumep, siydmie BbIOpaTh
"My3bIKanbHBIN_(haHaT@" wim "pok2013" Bmecto "temal3".

3. Hcnosb3yit NBYXATAMHYIO aBTOPHU3AIUIO. DTO KOTJIa MIOMUMO MapoJisi HY>)KHO BBOJUTH
KOJI, MpUChIIaeMbIid 1o SMS.

4. Boibepn CnOXHBIH mapoib. JJis KaIOTO IMOYTOBOTO SIIIUKA JOJDKEH OBITh CBOM

HAJICKHBIM, YCTOWYUBBIN K B3JIOMY MApOJIb.
5. Ecni ecTh BO3MOXXHOCTH HAamMcaTh CaMOMY CBOM JIMYHBIA BOMPOC, HCIOIB3YH ITY
BO3MOKHOCTBb.

6. Mcnonp3yli HECKOJIBKO TIOYTOBBIX SIITUKOB. IlepBBIA Ui YacTHOW MEPENMUCKH C
aZipecaTaMM, KOTOPBIM ThI JIOBEpsielllb. JTO 3JEKTPOHHBIM aJgpec He Ha/l0 HCIOIb30BaTh MPHU
perucTpanuu Ha popyMax u cauTax.

7. He oTkpbiBail ¢ailiibl ¥ Ipyrue BIOKEHUS B IMCbMaXx, J1a)e €CJIM OHU MPHILIN OT TBOUX
npy3ei. Jlydiie yTouHu y HUX, OTHPABIISIIM JIU OHU TeOe 3TH (paiibl.

8. INocme okoHuaHus pabOTH HA MMOYTOBOM CEPBUCE TIEpe 3aKPHITHEM BKJIAJIKH C CAWTOM
He 3a0y/1b HakaTh Ha "BoiiiT".

Kn6epOyJJIMHI WM BUPTYAJbHOE U31€BATEJIbCTBO.
KuGepOymauHr - npecienoBaHue COOOIIEHUSIMHU, COAEPKALIUMU OCKOPOJIEHHUS, arpecculo,
3aIyruBaHNe; XyJUTaHCTBO; COIMANBHOE OOMKOTHPOBAHHE C IMOMOIIBIO PA3INYHBIX HHTCPHET-

CEpBHCOB.
OcHOBHBIE COBETHI 10 00pbLOE ¢ KHOEPOYIJTMHIOM:

1. He Opocaiics B 60ii. Jlydmuii cmoco0: MOCOBETOBAThCS KaK ceOsl BECTH M, €CIIA HET
TOTO, K KOMY MOXXHO OOpaTHUThCS, TO BHAYaje YCIIOKOUTHCA. Eciam Thl HavyHENIb OTBEYATh
OCKOPOJICHUSIMH Ha OCKOPOJICHHUS, TO TOJBKO elle 00JIbIIIE Pa30XIKEITh KOH(PIHUKT.

2. YrpaBiisii cBoei KubeppenyTanuei.

3. AHOHUMHOCTH B ceTd MHHMas. CyIIECTBYIOT CHOCOOBI BBISICHHTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM.

4. He crouT BecTH XYJIMTaHCKUW 00pa3 BHPTyallbHOM ku3HU. MHTEpHET pukcupyer Bce
TBOM JICHCTBUS U COXPAHSET UX. Y AAJIUTh UX OyJIeT KpaiiHe 3aTpyAHUTEIBHO.

5. CoOroiaii CBOXO BUPTYaJIbHYIO Y€CTh CMOJIOY.

6. UrHopupy#i eauHu4HBIN HeratuB. OJHOPA30BbIE OCKOPOHUTEIBHBIC COOOIICHUS JIydIlle
urHopupoBaTh. OOBIUHO arpeccus MpeKpaniaeTcsi Ha Ha4albHOM CTaHH.

7. Buoxupyii arpeccopa. B mporpamMax oOMeHa MTIHOBEHHBIMH COOOIICHUSIMH, B
COLIMAIBHBIX CETAX €CTh BO3MOYKHOCTHh OJIOKMPOBKH OTIPABKUA COOOIICHHH C OIpeaeICHHBIX
aJIpecoB.

Ecim 11 cBuzmerens kuOepOy/umHra. TBOM  JCWCTBUS:  BBICTYIHTH IPOTHUB
npecienoBares, MoKa3aTh €My, 4YTO €ro JICHCTBUS OICHMBAKOTCS HETaTUBHO, IOJJICPXKATh
KEPTBY, KOTOPOW HY)KHA IICHXOJOTHYEecKass TOMOIIb, COOOIIUTh B3pOCIBIM O (pakTe
arpecCUBHOTO MOBEJCHUS B CETH.

MoOuabHBIN TeJ1edoH.

COBpeMeHHLIC CMapT(bOHBI N IIJIAHIICTHI conep;xaT B ce6e BITIOJIHC B3p0CJ'H>II\/’I q)YHKI_II/IOHaH,
n Tenepb OHH MOFYT I(OHKypI/IpOBaTL CO CTaI_II/IOHapHLIMI/I KOMHBIOTepaMI/I. OI[HaKO, Cpe)ICTB
3allIUThI JJIA HOI[OGHBIX YCTpOﬁCTB IIOKa OYCHb MAJIO. TCCTI/IPOBaHI/Ie 1 TIOUCK YHSBI/IMOCTCI\/’I B
HUX HpOI/ICXOI[I/IT HE€ TaK HMHTCHCHBHO, KaK IJId HK, TO K€ CaMO€ KaCacTCiad H M06I/IJ'IBHBIX
MIPUIIOKEHUHN.

COBpeMeHHLIC MO6I/IJ'IBHBIC 6pay3epbl Y)KC HpaKTI/I‘-IeCKI/I JOTrHAaJINM HACTOJIBHBIC aHaJIOT'H,
OJIHAKO pach/IpeHHe (I)yHKI_II/IOHaJIa BJICYCT 34 CO6OI>1 6OJ'ILI_Hy}O CJIOKHOCTh H MCHBI_LIy}O




3alIUIIEHHOCTh. Jlanmeko He BCe NPOM3BOIUTENH BBITYCKAIOT OOHOBJICHUS, 3aKPBIBAIOLIHE
KPUTHYECKHE YSI3BUMOCTH JUIsl CBOMX YCTPOMCTB.

OcHOBHBbIE COBETHI 151 0€30MaCHOCTH MOOMJIBLHOIO TesledoHa:

1. Huyero He siBisieTcsl mo-HacTosiieMy OecruiaTHbIM. byab ocTopoxeH, BeAb Korja Tede
MpeUIaraoT OECIUIaTHRIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHUe-TO IJIATHBIE YCIIYTH.

2. [ymaii, npexxne yem otmpaBute SMS, ¢oto mwim Buzaeo. Tel TOYHO 3HAEHIb, TAC OHU
OyAyT B KOHEYHOM UTOTE?

3. Heo6x0muM0o 0OHOBIISTE ONEPAITHOHHYIO CHCTEMY TBOETO cMapTQoHa.

4. Vicnonp3yit aHTUBHUPYCHBIE IPOTPAMMBI I MOOUIIBHBIX TeNIS(hOHOB.

5. He 3arpyxaii nmpuiio>)keHUsI OT HEU3BECTHOTO MCTOYHHKA, BEIb OHU MOTYT COJEPXKATh
BpPEJAOHOCHOE IIPOIPaMMHOE 00€ECIIEUEHHE.

6. [locie TOro kak THI BBIMJCIIH C CaiiTa, TJ€ BBOIMJI JIMYHYIO MH(OpMAIUIO, 3alii B
HACTpOWKK Opay3epa u yaamu COokies.

7. Ilepnouaecky poBepsii, KaKue TUIaTHBIE YCITYTH aKTUBUPOBAHBI HA TBOEM HOMeEpeE.

8. [laBaii cBoit HOMEp MOOMIIBHOTO TeJe(OoHa TOIBKO JIOIIM, KOTOPBIX ThI 3HACHIH U KOMY
JIOBEPSIEIIb.

Bluetooth momkeH ObITH BBIKITIOUEH, KOT/Ia Thl KM HE TIOJIb3yelibesi. He 3a0biBaii nHOT/Ia
MIPOBEPATH ATO. .

Online urpel.

CoBpeMeHHbIE OHJIAHH-UTPBI - OSTO KpacoOYHBIC, 3aXBaTBHIBAIOIINE pPAa3BIICUCHUS,
00BETUHSIOINE COTHHU THICSY YETOBEK MO BCeMy MHUPY. MrpOKH MCCIEAYIOT TaHHBIH UM MUD,
OOMIAr0TCS IPYT C APYrOM, BBITIONHSIOT 3aJIaHHsI, CPAKAIOTCS ¢ MOHCTPAMH U TOJTYYarOT OTIBIT.
3a y/IOBOJILCTBHE OHM IUIATST: MOKYMAOT IUCK, OIUIAYMBAIOT A0OOHEMEHT WM TPHOOPETAIOT
KaKre-TO OnIuu. Bce 3Th cpencTBa uayT Ha TOJIEpKaHUE M Pa3BUTHE UTPHI, a TAK)KE HA caMy
0€30MacCHOCTh: COBEPIICHCTBYIOTCSI CHCTEMBbl aBTOPU3AIMM, BBINYCKAIOTCA HOBBIE NaT4d
(tudpoBBIe 3amIaTKU ISl TIPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB. B mo00HBIX Hrpax
CTOUT OIAcaThCsl HE CTOJILKO CBOMX CONEPHUKOB, CKOJIBKO KPa)kh TBOETO IMapoJisi, HA KOTOPOM

OCHOBaHa CUCTEMa aBTOpHU3allun OOJIBIIMHCTBA urp.
OcHoOBHBIE COBETHI 10 0€30IIACHOCTH TBOEI0 HUI'POBOTI0 aKKayHTa:

1. Ecnu npyroii urpok BeAeT ceOsi TUIOXO WM CO3JIaeT TeOe HEMPHUITHOCTH, 3a0JOKUpYH
€ro B CIICKE UTPOKOB.

2. Tloxanylics aAMHUHHCTPATOPaM UTPbl HA MJI0OXOE MOBEICHUE 3TOTO UI'POKA, HKEJIATEIbHO
MPUJIOKUTH KaKHe-TO JI0Ka3aTeIbCTBa B BU/I€ CKPUHOB.

3. He yka3biBaii muuHyr0 HHGOPMAIUIO B Mpodaiiiie Urpsbl.

4, VBaxail Apyrux y4acTHUKOB TI0 UTPE.

5. He ycranaBnuBaii HeopuIMaIbHbIE TATYH U MOJIBI.

6. Mcrionp3yii coKHBIE U pa3Hble TapOJIH.

7. laxxe BO BpeMsi UTpbl HE CTOUT OTKIIOYATh aHTUBHUpYC. [loka Thl Wrpaemib, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

@OUIIMHI WIK KPasKa JUYHBIX JJAHHBIX.

OObIUHO Kpax(eﬁ ACHEI W OOKYMCHTOB CCTOJHA YK€ HHUKOIO HC YAUBHIIL, HO C
Pa3BUTUEM  HHTCPHCT-TCXHOJIOTMUA  3JIOYMBIINUJICHHUKU TIEPEMECTUIIUCh B HHTCPHET, U
MMpOoAOJIKAOT 3aHUMATHCA "m00OUMBIM" genoM. Tak mosBHIach HOBas yrpo3sa: HHTCPHCT-
MOIICHHHUYCCTBA WA (1)I/IH_II/IHI‘, TjlaBHasA  OC€JIb  KOTOPOTO COCTOUT B  NOJYYCHUU
KOH(I)I/II[CHI_[I/IEUIBHBIX JaHHBIX MOJb30BaTENEH - JJOTMHOB M naponeﬁ. Ha aHrmmiickom s3bIKe

phishing untaercs kak dummnr (ot fishing - peidHas 1oBs, password - naposb).
OcHoBHBIE COBeTHI N0 00pbOE ¢ GPUIIMHIOM:

1. CJ'IeI[I/I 3a CBOUM dKKAaYHTOM. Ecnu te1 oao3peBaciib, 4TO TBOSA AHKCTA ObLIa B3JIOMaHa,
TO HCO6XO,[[I/IMO 38.6JIOKI/Ip0BaTB ccn COOGIJ_[I/ITL AIMHUHUCTpPATOPaAM peCcypca 00 3TOM KaK MOXHO

CKopee.
2. Ucnonw3yii Ge3omacHbie BeO-CAThI, B TOM YHCIIE, HHTEPHET-Mara3uHOB U MOUCKOBBIX
CHCTEM.




3. Hcnonw3yit ciio>kHble W pa3Hble maposiu. Takum oOpa3zom, eciu TeOs B3JIOMAIOT, TO
37I0YMBIIIICHHUKH MOYYaT JOCTYI TOJBKO K OJTHOMY TBOEMY NMPO(UITIO B CETH, a HE KO BCEM.

4. Ecnu Te0si B3IOMAaJH, TO HEOOXOIUMO MPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE
no0aBJeHBI y TEOS B IPY3bsIX, O TOM, YTO TeOsI B3JIOMAIH U, BO3MOXKHO, OT TBOETO UMECHH OyJIeT
pacchlIaThCs CllaM M CCHUIKHM Ha (PUIIMHTOBBIE CAUTHI.

5. Ycranosu HanexHbIi nmaposib (PIN) Ha MOOHIBHBIN TenedoH.

6. OTKITIOYM COXpaHEHUE MapoJis B Opaysepe.

7. He oTkpbIBaii (paiiinbl u qpyrue BIOKEHUS B MUChMaX, Ja)Xe €M OHU MPHIILIN OT TBOUX
npy3ei. Jlydiie yrouHu y HUX, OTHPABIISUTA JIM OHHU TeOe 3TH (aiiiibl.

Iudposas penyrauus.

Hudposas penyranus - 3TO HEraTMBHAsl WM MO3UTHBHAs HMH(OpManus B ceTH O Teoe.
Komnpomerupyromas mHpopManus, pa3MelleHHass B HHTEPHETE, MOKET CEPhe3HBIM 00pa3zom
OTpa3uThCs Ha TBOEH peanbHOU ku3HU. "Lludposas pemyranus” - 370 TBOM UMUK, KOTOPBII
dbopmupyetcst u3 uapopmaruu o Tede B cetu Mutepuer. TBoe MecTo KUTETHCTBA, Y4€ObI, TBOE
(bMHAHCOBOE TIOJIOKEHUE, OCOOCHHOCTH XapakTepa W paccka3bl O ONM3KHX - BCE ITO
HaKaIUIMBaeTcs B ceTH. MHOTHE MOIPOCTKH JIETKOMBICIIEHHO OTHOCSTCS K ITyOJIMKAIUU JTMIHOM
nHpopmanmy B VHTEepHeTEe, He MOHMMAasi BO3MOXHBIX TOCIENCTBHUA. THI Make HE CMOXKEIh
noragatbes 0 TOM, 4To (oTorpadus, pa3MelleHHas S5 JIeT Hazaj, cTaja NPUYMHON OTKasa
NpUHATH TeOs1 Ha padoTy. KomMmeHnTapuu, pa3menienue TBoux Gororpaduil u apyrue nerdcTBus
MOTYT HE MCUYE3HYTh Ja)Ke MOCIIe TOTO, KaK Thl MX YIAIHIIb. Thl HE 3HACIIb, KTO COXPAHUI ITY
nH(popMalrio, Monaua jJu OHAa B MOMCKOBBIE CUCTEMBl U COXPAaHWJIACH JIM OHA, a IJIABHOE: YTO
MOAYMAalOT 0 TeOe OKpYXKaIoUIUe JII0/IM, KOTOpble HailayT u yBUAAT 3T0. HaliT mHpopmauio
MHOTO JIET CIYCTS CMOJXKET JIFOOOW - Kak W3 J0OphIX TMOOYXICHHWH, TaK M C HaMEepEeHUEM
MPUYUHUTE Bpel. ITO MOXKET OBITh KTO YTOJHO.

OcHoOBHBbIE COBETHI 10 3a1MTe NM(PPOBOI penyTanum:

1. Tlomymaii, mpesxie 4eM 4TO-TO IMyOJUKOBATh U TIepeaBaTh y ceOs B O6J10Te WK B
COIIMAJILHOM CETH.

2. B nactpoiikax mpodwisi yCTaHOBU OTPaHWYEHUS HA MPOCMOTP TBOETO MPOdUIIS U €ro
COZEP>)KMMOTO, ClieJlaid ero TOJIbKO "miisa npy3en.

3. He pa3mMemniail u He ykas3piBail HH(OPMALIKIO, KOTOpas MOKET KOTO-JIUO0 OCKOpOIATH
WM OOMXKATb.

ABTOpPCKOE IIPaBo.

COBpeMeHHHe IIKOJIBHUKHU - aKTUBHBIC I10JIB30BATCIIN I_[I/I(prBOFO MMpOCTPAHCTBA. O,I[HaKO
JaJICKO HE€ BCE 3HAIOT, YTO IIOJIBb30BAHHEC MHOT'MMH BO3MOXHOCTSIMH LII/I(l)pOBOFO MHUpa Tpe6yeT
CO6J'IIOI[€HI/I}I [paB Ha HHTCIUICKTYAJIbHYIO CO6CTB6HHOCTB. TepMI/IH "I/IHTCJ’IJ’IGKTyaJ'ILHaSI
CO6CTB6HHOCTB" OTHOCHUTCA K pa3IMYHBIM TBOPCHHUAM YCJIOBCUCCKOI'O yMad, HaA4YWHAsA C HOBBIX
I/I306peTeHI/II71 K 3HAKOB, 0603Ha‘IaIOIJ_[I/IX CO6CTB€HHOCTB Ha IPOAYKTBI U YCIYI'U, U 3aKaHYHBasA
KHHUT'aMU, (I)OTOFpa(bI/I}IMI/I, KI/IHO(i)I/IJ'IBMaMI/I U MY3bIKaJIbHBIMU TIPONU3BCACHUSIMU. ABTOpCKI/Ie
IIpaBa - 3TO IIpaBa Ha UHTCIIJICKTYaJIbHYIO CO6CTB6HHOCTL Ha NPpOU3BCACHHUA HAYKHU, JIUTCPATYPLI
nu HCKYCCTBaA. ABTOpCKI/Ie ImpaBa BBICTYIIAIOT B Ka4yCCTBC rapaHThuu TOro, yToO
I/IHTeHHeKTyaﬂbeIﬁ/TBopquKHﬁ TPpyA aBTOpa HE 6y,[[eT HaIlpaCHbIM, JAaCT €My CIHPAaBCIJIMBBIC
BO3MOXHOCTHU 3apa60TaTb Ha pe3yJibTaTax CBOCTO Tpydad, MOJYYUTb U3BCCTHOCTL U IPU3HAHUC.
Huxkto 663 pa3pcuicHud aBTOpa HC MOKET BOCIIPOHU3BOJUTH cro MMPOU3BCACHUC,
pacrpoCTpaHsATh, IyOJIMYHO AEMOHCTPUPOBATh, MPOJaBaTh, UMIOPTHPOBATH, IIyCKaTh B MPOKAT,
Hy6J'II/ILIHO HUCIIOJIHATH, HOKEBLIB&TL/I/ICHOJ'IHHTB B B(I)I/Ipe W pa3MCllaTb B CCTU I/IHTepHeT.
HUcnons3oBanue "HI/IpaTCKOFO" nporpaMMHOIO O6€CH€‘{€HI/IH MOKCT IIPUBECTU K MHOTUM
pUCKaM: OT HNOTCPU HNAHHBIX K TBOHUM dKKayHTaM 0 6J'IOKI/IpOBKI/I TBOCTO yCTpOﬁCTBa, rac
YCTAaHOBJICHA HECJICTAJIbHAs IIporpaMma. He cTtout taxkxe 336LIBaTL, YTO CYHICCTBYIOT JICTAJIbHBIC
n 6eCl'IJ'IaTHBIe mporpamMmanl, KOTOPbIC MOKHO HAWUTH B CETHU.




O nmopraJe.

CereBnuok.p) - TBOW TIJIaBHBIH COBETYHMK B CETH. 3J€Chb Thl MOXEIIb Yy3HaThb O
0€30MaCHOCTH B CETH MOHSTHBIM M JIOCTYITHBIM S3BIKOM, a IIPU BO3HUKHOBEHHWU KPUTHYECKOM
CUTyalluu OOpaTUTHCS 32 COBETOM. A TaKKe MPUHATH Y4acTHE B KOHKYPCax M CTaTh CaMbIM
U(POBBIM TPAKIAHUHOM !
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